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Introduction

The BioAPI technical specification is, necessarily, simply a reference for how to write a syntactically correct application which performs abstracted biometric operations with proper error checking of results, or a BSP which provides biometric services.  As such, simply reading it is not always sufficient to fully understand the implications of decisions that are made; indeed, simply reading the spec may not even indicate all of the decisions that need to be made.

Thus, this document has been created in order to assist application developers in writing applications which are truly usable with as wide a variety of biometric technologies as possible, and to assist BSP developers in writing BSPs which will meet or exceed the expectations and requirements of as many applications as possible.

Although this is divided into separate sections with guidelines for application and BSP developers, it may be useful for both parties to read the entire thing, so that everyone is aware of what the expectations of the other side may be.

We have also tried to include in this document, where appropriate, some of the reasoning behind decisions that were made during the creation of the spec, in the hopes that an understanding of some of the background will lead to a better understanding of the philosophy and goals of the committee, and hence to applications and BSPs which fit together as seamlessly as possible.

1.1 Conventions

Any term defined in the BioAPI specification’s Glossary of Terms [What ever happened to the Glossary of Terms? – gs] is shown in italics the first time it appears in each of the two main sections.  [Or should they be italicized at every occurrence? – gs]
Section numbers denoted by § refer to the specified section of the BioAPI spec, not of this document.

1.2 Legal Notice

BioAPI and the BioAPI logo are trademarks of the BioAPI consortium.  Any other trademarks are property of their respective owners.

1.3 Preamble, to be removed in the final version

This is not a completed document.  Several sections have only just been started, and should be expanded.  Further sections should be added, as the need becomes apparent.  If you have any input (from suggestions for new sections to different viewpoints on existing verbiage to entirely new blocks of text to be incorporated), please contact me.

Terms in italics should (1) be confirmed as the correct terminology to use and (2) be included in the glossary of terms.  There are also a couple of temporary comments I’ve added in [parenthetical italics] which should come out of the final draft.

Greg Schmidt, Mytec Technologies Inc.

gsch@mytec.com

Guidelines for Application Developers

1.4 Optional Capabilities

Biometrics vary widely in capabilities and features, and so any API which reflects this is bound to be similarly varied.  The BioAPI specification has been developed to allow applications to interact with a wide variety of biometric devices, and even different types of biometrics, without needing to know the details of how the different devices work.

It is explained in §4.2.4 that, while there are minimum requirements that a BSP must fulfill in order to be considered “BioAPI Compliant”, there are also additional optional capabilities that may be supported by particular BSPs.  In some cases, these optional capabilities represent different methodologies used by different biometric vendors, and to require one method or the other would disadvantage some vendors.  In other cases, the use or support of certain capabilities might have requirements that would be onerous to impose on all applications or BSPs, and so they have been included as options for advanced applications or BSPs to use.  Finally, there are some options which represent functionality currently provided only by a small number of biometric vendors, but which are considered to be important enough to some applications that not supporting the capability would be seen as a flaw in the API.

In general, there are three ways to deal with these options.

1. The simplest case is for the application to ignore all options and stick with the standard, required functionality.  For many applications this is sufficient, and it has the advantage that such an application will work with all BSPs (apart from the basic distinction between verification and identification functionality).

2. In keeping with the principles of BioAPI, BSPs may be queried by the application, which may then adapt its operation to match the capabilities provided.  (For example, an application that discovers it is working with a BSP that supports template adaptation may take advantage of this capability by regularly updating its database.  If the same application, running on another system, finds that the connected BSP cannot adapt templates, then it might choose not to update its database, or it might choose to update less frequently by performing re-enrollments.)

3. In some cases, an application will rely on particular functionality.  (For example, an application may require payload release, and any BSP that does not support this capability will not be acceptable.)  This will limit the selection of BSPs that will work with the application, so it is important that the application developer fully understand the requirements so that BSP choice is not unacceptably limited.

To make these decisions as easy as possible, BSP developers will typically publish a list of capabilities that their BSPs support.  Some manufacturers intentionally do not support some capabilities, in the name of security or other considerations.  (For example, some BSP developers believe that release of raw biometric data poses a potential security or privacy threat, while others hold that the security of the data should lie with the application.  Both views are valid, but one or the other may be more appropriate in a given context.  Thus, in some cases, it would be considered a feature if a BSP supported the release of raw biometric data, while in other applications, it would be a feature for a BSP not to release this data.)  For this reason, it is important to read these capability lists only with a view to matching specific application requirements and not as a “feature checklist”.

1.5 Client-Server

When an application is running in local mode, the flow is very straight-forward.  When operating in the more complex world of client-server architecture, there are two possible implementations an application may use (see §1.6).  Before continuing, it is convenient to define a few terms.

[The first two of these should perhaps move to the Glossary, but I believe the last three are useful only in this section and so should be left here. – gs]

· The client is the system where the physical device (i.e. biometric sample collector) is located, and (necessarily) where the user is present.  Capture always happens on the client, and Process often does.

· The server is the system, often in a physically secure location, where the application would like the final step of authentication to take place.  In a client-server architecture, Match will usually happen on the server.

· A client-initiated transaction is a transaction (e.g. enroll or verify) that is initiated by an application running on the client.  A client-initiated transaction requires that the client application understand biometrics.

· A server-initiated transaction is a transaction that is initiated by an application running on the server.  This will typically be done in response to a client request, but the originating client-side application may know nothing about biometrics, and the server-side application will communicate with a simple application running on the client solely for the purpose of servicing the biometric transaction requests.

· A third-party-initiated transaction is virtually the same as server-initiated transaction, with the distinction that the system where the transaction request is initiated is not the same as the server.  In these cases, the initiating system will typically be “between” the client and the server.

In each of the following cases, it is assumed that there is a BSP and part of the application installed on the client machine, and a BSP (which may or may not be the same as the client BSP) and part of the application installed on the server.

1.5.1 Application-managed Client-Server

The first option is for the application to handle all client-server functionality.

Such an application must use the Capture, Process and Verify_Match (or Identify_Match) primitive functions, and a key decision is where each of these operations will take place.  Further, these applications are responsible for packaging the data retrieved at the client, sending it to the server, unpackaging it, and sending the results down to the server-side BSP, as well as for performing any mutual authentication or other data integrity checks are appropriate.

In this mode, the BSPs have no knowledge of where the transaction was initiated.  All BSPs are strongly encouraged to support the primitive functions in all places (although trying to call Capture on the server is generally nonsensical), so this method is the most commonly usable.

1.5.2 BSP-managed (a.k.a. Streaming Callback) Client-Server

The second client-server option is to use the streaming callback interface.  The fundamental concepts here are the same regardless of where the transaction was initiated; the only difference is where the various steps are performed.

An application using this method is still responsible for establishing and maintaining the communications channel through which the BSPs talk to each other.  (This is to ensure that client-server BSPs will be able to function in any current or future networked environment, by putting the knowledge of the protocol in the application.)  The BSPs take care of everything else.

In a client-initiated transaction, the client application first registers a callback with the client BSP (using the BioAPI_SetStreamCallback function described in §2.5.2.3), then calls one of the rollup functions (Enroll, Verify, Identify or the optional Update), indicating that the process is being initiated on the client.

Whenever the client BSP needs to communicate with the server BSP, it will call the client application callback function with a block of data to be passed across.  The client application is responsible for sending this data through the network to the server application.  This transmission should be done with any error detection and correction required to ensure that the message arrives intact.  (Note that the BSPs know nothing about this communications channel.  It could be as simple as a direct socket connection, or as complex as a series of proxies converting between differing protocols and data representations.  The only thing that matters is that the exact data provided by the client BSP eventually reaches the server BSP.)

The server application passes the received data to the server BSP with the BioAPI_StreamInputOutput function (described in §2.5.2.4).  The BSP will return a block of output data which must be passed back across the communication channel to the client application, which places it in the structure provided to it in the callback call and returns control to the BSP.

Once all communications have been completed and the final data has been calculated, it will be passed back to the application (through whatever mechanism is appropriate, depending on which rollup function was called).

Similarly, in a server-initiated transaction, the server application registers a callback with the server BSP and calls one of the rollup functions, indicating that the process is being initiated on the server.  Whenever the server BSP needs to communicate with the client BSP, it will call the server application callback with a block of data.  As above, the data must be transmitted through the client application to the client BSP that will eventually return data to the server BSP.

Finally, in a third-party-initiated transaction, the third-party application either talks to an application on the client or on the server, and things proceed from there as if the transaction were client- or server-initiated, as above.

The BioAPI spec does not require that this BSP-managed mode of client-server be supported by a BSP in order to be considered compliant, so this functionality should not be counted on.

1.6 Security and Encryption

It is beyond the scope of BioAPI to dictate a security mechanism or encryption algorithm.  Applications concerned about high security and/or encryption should investigate existing security architectures, such as CDSA, and use existing industry standard encryption algorithms wherever possible to ensure thorough community review of the security techniques and frameworks employed.  A thorough analysis and description of security requirements for biometric systems in Financial Services Application may be found in the ANSI Standard X9.  The security principles held to in X9.84 hold for biometric systems in general, although the risks will vary in other biometric applications.  [The information I have on this is outdated. Can someone update this with more recent information? – gs]
1.7 Enrollment Quality

[Note: This was adapted from Paul and Steve’s document.  I felt that some pieces of it fit well here, while others were more suited to incorporation into section 3 or into the spec.  Parts were reworded slightly to reflect the emphasis on “thinking as the application developer” that I’ve tried to put on this section. – gs]

The performance of biometrics varies with the quality of the biometric data.  Since a universally accepted definition of quality does not exist, BioAPI has elected to provide the following structure with the goal of framing the effect of quality on usage of the BSP (as envisioned by the BSP vendor).  The scores as reported by the BSP are based on the purpose (BIR_PURPOSE) indicated by the application (e.g. capture for enrollment for verification, capture for enrollment for identification, capture for verification, etc.).  Additionally, the demands upon the biometric vary based on the actual customer application and/or environment (i.e. a particular application may require higher quality samples than would normally be required by less demanding applications).

There are two intended ways for the application to use quality feedback from the BSP.  The primary use is for the application to understand how suitable the biometric sample is for the purpose specified (as framed by the BSP vendor based on the use scenario intended by the BSP vendor).  The secondary use is for the application to make relative comparisons (e.g. current sample is better/worse than previous sample).

Quality scores in the range 1-100 have the following interpretation:

1-25:
UNACCEPTABLE: The biometric data cannot be used for the purpose specified by the application.  The biometric data must be replaced with a new sample.  Many, if not all, BSPs will fail any call to Process that includes UNACCEPTABLE data.

26-50:
MARGINAL: The biometric data will provide poor performance for the purpose specified by the application and in most application environments will compromise the intent of the application.  The biometric data should be replaced with a new sample.

51-75:
ADEQUATE: The biometric data will provide good performance in most application environments based on the purpose specified by the application.  The application should attempt to obtain higher quality data if the application developer anticipates demanding usage.

76-100:
EXCELLENT: The biometric data will provide good performance for the purpose specified by the application.  The application may want to attempt to obtain better samples if the sample quality is in the lower portion of the range (e.g. 76, 77…) when convenient (e.g. during enrollment).
1.8 Scores and Thresholds

[Incorporate documents by Paul and Colin here? – gs]

1.9 Application Controlled GUI

[Anyone want to take a crack at recommending how to use this? – gs]

1.10 Byte Ordering

For a variety of reasons, different hardware platforms designed over the years have used different byte ordering schemes.  The two most common are called “little-endian” (aka “4321”) and “big-endian” (aka “1234”), although there are others less frequently used.  To ensure cross-platform portability of data, it is therefore necessary to convert values from whatever the local ordering may be to a standard notation before storage or transmission.

In the case of BioAPI, the only data transmitted or stored is the BIR.  The specification indicates (§2.1.9) that all multi-byte values in the BIR header are little-endian.  This does not pose a problem for developers working only on little-endian hardware, but those working on big-endian hardware or writing portable applications do need to be aware of the issues.  In fact, the solution that has been implemented is general enough that we strongly encourage all application developers to use it.

Four utility functions have been provided in the reference implementation for performing the required conversions.  These functions are LittleEndian2, LocalEndian2, LittleEndian4 and LocalEndian4.  The “Little” or “Local” prefix indicates the direction of conversion, where the “Little” functions convert from the local byte ordering to little-endian, and the “Local” functions convert from little-endian to local byte ordering.  The “2” or “4” suffix indicates whether the function will operate on a 2-byte value or a 4-byte value.  If compiled on a little-endian system, these are actually just macros that perform no conversion, and hence add zero overhead.  [These functions are currently only in my version of the reference implementation.  If you want to get them immediately, contact me. – gs]
The “Little” functions should be used whenever multi-byte values are written into a BIR.  (Applications should do this rarely, if ever.  Most applications will only ever write header information while reading BIRs from storage, and the values stored must already be in little-endian format.)

The “Local” functions should be used whenever values are read from a BIR.  For example, to find the length of the biometric data field in a BIR, the following code could be used:


DWORD bioDataLength;


bioDataLength = LocalEndian4 (bir->Header.Length) – sizeof (BioAPI_BIR_HEADER);
The specification does not make this clear, but it should be fairly obvious that the little-endian restriction applies not only to the overall BIR header, but also the length field of the signature block (if present) and any semi-standard sub-headers that may be developed over time.

Note that although fields such as the Formats Mask are defined as being little-endian in the BIR header, they use local byte ordering in the BSP schema.  This is because saving values as little-endian is done to ensure portability of data, but there is no reason to transfer schema data between systems.

Guidelines for BSP Developers

1.11 Optional Capabilities

As explained in the Guidelines for Application Developers section, capability lists should not be viewed as a feature checklist.  For many options, equally convincing cases can be made where supporting it would be considered “good” or “bad”.

Hence, these lists are not to be used in traditional marketing tactics, where more checkmarks necessarily equates with a better product.  Rather, it should be a carefully considered corporate decision to support particular features.  The company providing biometric services should know what market(s) they are targeting, and derive from this what feature(s) will be required.  These are the features that should be implemented.  It is possible, and even expected, that some BSP developers will create multiple BSPs with different feature sets, in order to support different markets.

Those responsible for marketing the BSP(s) should be aware of the reasoning behind the support, or lack of support, for particular options.  This will enable potential customers, be they end user or system integrator, to make an informed decision as to whether a particular BSP is suitable for a particular application.  Selling inappropriate BSPs to customers will, in the long run, hurt not only the vendor, but the entire biometric industry, and so it is in everyone’s best interests that the capabilities of BSPs are properly represented.

1.12 Client-Server

When a BSP is confronted with an application operating in the complex world of client-server architecture, there are two possible implementations the application may use (see §1.6).  (There are several definitions in section 2.2 above which are useful, but which will not be repeated here.)

In each of the following cases, it is assumed that there is a BSP and part of the application installed on the client machine, and a BSP and part of the application installed on the server.  The server BSP may be the same as the client BSP, or may, for example, be optimized differently to take advantage of additional resources that are available.

1.12.1 Application-managed Client-Server

The first option is for the application to handle all client-server functionality.  All that is required from the BSP is support for the primitive functions.  If supported by the underlying hardware, this is the simplest scenario for BSP vendors to support.  The application takes care of where and when the functions are called, and how to pass the data between them.

As such, the BSP has no control over where operations take place or where data is passed, so if the client and server BSPs are not the same, they must at least understand all the same forms of data.  As an example, the application might call Capture at the client, and Process and Match on the server, in which case the server-side BSP’s implementation of Process must understand the client-side BSP’s Capture data.  Alternately, the application might call Capture and Process at the client, and Match on the server, in which case the server-side BSP’s implementation of Match must understand the client-side BSP’s Process data.

1.12.2 BSP-managed (a.k.a. Streaming Callback) Client-Server

The second option is for the application to use the streaming callback interface.

A BSP being used in this way is responsible for managing the protocol, including mutual authentication, packaging and unpackaging of data, etc., between the client system and the server system.  The BSP is also responsible for deciding where the various components of the transaction will happen.  The two BSPs communicate freely through the channel provided by the application.  The application is responsible solely for establishing and maintaining the communications channel through which the BSPs talk to each other.

In a client-initiated transaction, the client BSP’s BioAPI_SetStreamCallback function (described in §2.5.2.3) will be called by the application to register a callback.  This will be followed (possibly much later) by a call to one of the BSP’s rollup functions (Enroll, Verify, or Identify), indicating that the process is being initiated on the client.

Whenever the client BSP needs to communicate with the server BSP (typically for mutual authentication and for the final match, but there is no limit on how many messages may be sent), it will build a block of data containing the message to send.  This data should incorporate any security measures deemed necessary to ensure that only the server BSP will be able to understand it and to prevent replay attacks.  There is no compliance requirement that a BSP use any such security measures, but it is recommended, as many applications developers and end users will want this assurance.  The client BSP will then call the client application callback with this block of data.

The client application will take care of sending the data to the server application, which will pass it to the server BSP with the BioAPI_StreamInputOutput function (described in §2.5.2.4).

The server BSP determines what it needs to do based on the data received, and takes the appropriate action.  The resulting data is placed in the output data structure passed to it in the BioAPI_ StreamInputOutput call, and control is returned to the application.

This response data is passed back across the communication channel to the client application, which places it in the structure provided in the callback call and returns control to the BSP.

Once the client BSP has completed all required communications and the final data has been calculated, it will be passed back to the application (through whatever mechanism is appropriate, depending on which rollup function was called).

Similarly, in a server-initiated transaction, the server application registers a callback with the server BSP and calls one of the rollup functions, indicating that the process is being initiated on the server.  Whenever the server BSP needs to communicate with the client BSP, it must build a block of data and call the server application callback.  As above, the data will be transmitted through the client application to the client BSP that must process the data and build a reply to return to the server BSP.

In a third-party-initiated transaction, there is typically no BSP loaded on the system where the request is initiated (thus the distinction of this type from server- or client-initiated transactions), and so the BSPs don’t even know of the existence of this type, viewing it rather as a server- or client-initiated transaction, depending on how the application is organized.

The BioAPI spec does not currently require that the BSP-managed mode of client-server be supported by a BSP in order to be considered compliant, although this requirement may be added in a future version.  When a BSP does support it, it makes things significantly easier for application developers, so all BSP developers are strongly encouraged to support this functionality.  A BSP which does support this must support it fully in order to be considered compliant, which means that all rollup functions must be supported whether initiated on the client or the server.
1.13 Security and Encryption

BSP developers should be prepared to explain the methodologies used to implement some options, particularly those concerned primarily with security.  Intelligent customers will not accept “security through obscurity”, where the security of a system is based on proprietary protocols and algorithms.  Whenever possible, standard security and encryption protocols and algorithms should be used, as many of these have either been proven to be secure, or have sufficient history of use that people have come to accept them.  There are a number of widely accepted security toolkits available from vendors such as RSA (BSAFE), Entrust (Entrust/Toolkit), Microsoft (CAPI), Intel  (CDSA) and Certicom which provide APIs for carrying out mutual authentication, encryption, establishment of secure channels, and signing of digital data using industry standard techniques (such as Triple DES) and formats, as well as proprietary techniques.  The BSP developer is encouraged to contact these and other vendors for toolkits that provide the necessary capabilities.

1.14 Enrollment Quality

[Note: This was adapted from Paul and Steve’s document.  I felt that some pieces of it fit well here, while others were more suited to incorporation into section 2 or into the spec.  Parts were reworded slightly to reflect the emphasis on “thinking as the BSP developer” that I’ve tried to put on this section. – gs]

A BSP should have two objectives in providing quality feedback to the application.  The primary objective is to have the BSP inform the application how suitable the biometric sample is for the purpose specified.  The secondary objective is to provide the application with relative results (e.g. current sample is better/worse than previous sample).

The demands upon the biometric vary based on the actual customer application and/or environment (i.e. a particular application may require higher quality samples than would normally be required by less demanding applications).  In order to be effective (i.e. operate as expected) in as many applications and/or environments as possible, a BSP should do its best to provide feedback which meets these objectives.

Quality scores in the range 1-100 are interpreted as follows:

1-25:
UNACCEPTABLE: The biometric data cannot be used for the purpose specified by the application.  The biometric data must be replaced with a new sample.  BSPs may fail any call to Process that includes UNACCEPTABLE data.

26-50:
MARGINAL: The biometric data will provide poor performance for the purpose specified by the application and in most application environments will compromise the intent of the application.  The biometric data should be replaced with a new sample.

51-75:
ADEQUATE: The biometric data will provide good performance in most application environments based on the purpose specified by the application.  The application should attempt to obtain higher quality data if the application developer anticipates demanding usage.

76-100:
EXCELLENT: The biometric data will provide good performance for the purpose specified by the application.  The application may want to attempt to obtain better samples if the sample quality is in the lower portion of the range (e.g. 76, 77…) when convenient (e.g. during enrollment).

A BSP is alternately allowed to return –2, indicating that it does not support the idea of quality.  [We haven’t discussed the content of the remainder of this section at any meeting, but it seemed like a logical extension, based on the previous discussions of verification scores, and it seems an easy improvement to recommend, since “not supported” isn’t too useful to applications.  Feedback is welcome. – gs]  However, there is no requirement that a BSP be capable of returning the entire range of values, and most biometrics should at least be able to recognize UNACCEPTABLE samples as different from ADEQUATE.  In such cases, the BSP could limit its feedback to always return 1 for UNACCEPTABLE images, and 51 for ADEQUATE images.  A BSP with only slightly more capability for distinction might return one of 1, 26, 51 or 76.

It is strongly recommended that a BSP with these sorts of limitations return values at the bottom end of the range, to avoid providing applications and users with false expectations.  Remember that these users, if their expectations are not met, are unlikely to purchase more of your product, so it is always better to underestimate than overestimate.  (Of course, the best is to give exact data, but this is not always possible.)  For similar reasons, BSPs should not, under any circumstances, randomize return values to give the appearance of supporting this feature.

1.15 Scores and Thresholds

1.16 Application Controlled GUI

1.17 Byte Ordering

For a variety of reasons, different hardware platforms designed over the years have used different byte ordering schemes.  The two most common are called “little-endian” (aka “4321”) and “big-endian” (aka “1234”), although there are others less frequently used.  To ensure cross-platform portability of data, it is therefore necessary to convert values from whatever the local ordering may be to a standard notation before storage or transmission.

In the case of BioAPI, the only data transmitted or stored is the BIR.  The specification indicates (§2.1.9) that all multi-byte values in the BIR header are little-endian.  This does not pose a problem for developers working only on little-endian hardware, but those working on big-endian hardware or writing portable BSPs do need to be aware of the issues.  In fact, the solution that has been implemented is general enough that we strongly encourage all BSP developers to use it.

The reference implementation provides four utility conversion functions, as described in Error! Reference source not found..  The “Little” functions should be used whenever multi-byte values are written into a BIR.  The “Local” functions should be used whenever values are read from a BIR.  [These functions are currently only in my version of the reference implementation.  If you want to get them immediately, contact me. – gs]
The specification does not make this clear, but it should be fairly obvious that the little-endian restriction applies not only to the overall BIR header, but also the length field of the signature block (if present) and any semi-standard sub-headers that may be developed over time.  Also, BSP developers are encouraged to use little-endian representation for any multi-byte fields in their opaque data.

Note that although fields such as the Formats Mask are defined as being little-endian in the BIR header, they use local byte ordering in the BSP schema.  This is because saving values as little-endian is done to ensure portability of data, but there is no reason to transfer schema data between systems.

Building a BSP

This section describes how to build a BSP based on the materials provided.  The two most useful projects are bioapi_dummy_addin and pwbsp, both found in the addins directory.  The former is essentially a skeleton BSP which you can use to build up your own.  The latter is the password BSP provided for testing, which may be used as a reference for how operations are typically implemented.

1.18 Create Project

A new BSP must include several files.

The files maf_dllmain.c and maf_collectn.c provided in the directory addins/maf should be added to the project (as references to the original files, not as copies to the BSP project directory).  These files provide basic functionality required for MDS operations such as installation.  They are provided as source, not a library, as they depend on the configuration data for the project.

The other required files are covered in sections 4.2 to 4.4.

1.19 Configuration

The BSP’s configuration parameters are defined in the file maf_config.h.  This file is included by another header included by the maf files documented in section 4.1, so it should not be renamed.  There are a number of variables to define here, but the comments in the file should explain them sufficiently.  The examples in pwbsp and bioapi_dummy_addin were designed to show how various options are specified.  Very few of the default values will be appropriate for your BSP; almost everything will need to change.

1.20 SPI Implementation

The next thing will be to implement the SPI interface.  Examples are given in pwbspi.c and bioapi_dummy_addini.c.  For more information on how to actually implement things, please read the spec and the rest of this document.

Only five functions need to be exported from the DLL you create: BioSPI_ModuleLoad, BioSPI_ModuleUnload, BioSPI_ModuleAttach, BioSPI_ModuleDetach, RegisterBioAPIModule.  All other functions are called through the pointers you return from the BioSPI_ModuleAttach function.  How you export these functions is up to you; the provided examples use .def files.

1.21 Installation

Finally, you need to prepare your BSP for installation into the MDS.  Fortunately, installation is almost always the same, and so the default install.c (identical copies of which are found in both bioapi_dummy_addin and pwbsp projects) will likely provide most or all of what you need.  Exceptions are BSPs which don’t determine some of their options until install time, or BSPs which create device records (including device serial numbers) during installation.  For these cases, modifications to install.c will be required.
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